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Abstract—Despite ensuring both consistency and liveness,
state machine replication (SMR) protocols remain vulnerable
to adversaries that manipulate transaction order, causing, e.g.,
MEV attacks. To mitigate this, researchers have proposed
new variants augmented with order-fairness. However, existing
protocols that employ dependency graphs, such as Aequitas
(Crypto 2020), Themis (CCS 2023), and SpeedyFair (NDSS 2024),
often suffer from suboptimal performance, limited resilience, or
weakened security guarantees. Pompe (OSDI 2020) introduced a
novel ordering notion called ordering linearizability (OL) that
may circumvent those drawbacks. However, its guarantee holds
only under favorable network conditions, making the protocol
vulnerable to order fairness violations during network delays
and susceptible to performance degradation in the presence of
Byzantine faults. Also, implementing SMR under OL remains an
open challenge in asynchronous settings, as no known protocol
achieves this without sacrificing liveness of SMR.

In this paper, we present |sotaxis, a state machine replication
with ordering linearizability; moreover, our protocol has com-
munication complexity O(nf + An?), where n is the number of
processes, ¢ is the input (transaction) size, and )\ is the security
parameter. This is optimal when ¢ > An, while previous works
have cubic communication. To the best of our knowledge, Isotaxis
is the first protocol to achieve ordering linearizability in the
asynchronous setting, especially one with optimal communication
complexity and optimal Byzantine resilience. We implemented
Isotaxis and conducted extensive experiments using up to 100
EC2 c6a.2xlarge instances. The experimental results show that
our protocol robustly outperforms Pompe across all system scales,
ranging from 4 to 100 nodes.

I. INTRODUCTION

State machine replication (SMR) is one fundamental concept
of distributed systems and it enables processes to replicate a
set of transactions while ensuring that each correct process
adopts the same order of transactions. In the past decade,
the widespread adoption of blockchains [1] in decentralized
applications such as decentralized finance has brought attention
to the underlying technology. However, it has been observed [2]
that malicious users were leveraging the fact that the SMR
specification does not ensure any specific order, and reordering
transactions to steal profits from honest users. For example,
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front-running attacks, which are illegal in centralized exchanges,
have been causing users hundreds of millions of financial losses
in decentralized exchange systems [3].

To ensure a fair transaction ordering, several recent solu-
tions [4]-[8] propose extending the SMR specification with
constraints on the ordering of transactions. The first paradigm
for achieving order-fairness [4], [S] (called block or batch
order-fairness, we will use BOF to denote this notion), relies
on building dependency graphs between transactions based
on the relative order of transactions observed locally by each
process. However, this approach requires handling complex
dependency graphs between transactions and can lead to cyclic
dependencies (also known as Condorcet cycles [9]) between
transactions. Besides that identifying Condorcet cycles already
causes large latency, there are multiple other drawbacks. It
follows that the protocols along these lines are either sacrificing
optimal corruption, (e.g., only handling 1/4 corruption [4], [5]),
providing only a weaker form of liveness [4], [6], or incur
high communication costs (e.g., cubic communication [4], [6]),
where communication is measured as the total number of bits
exchanged among correct processes per committed transaction.

Order linearizability: avoid dealing with Condorcet cycles:
A notable alternative solution, Pompé [8], extends the SMR
specification with ordering linearizability (OL) in the partially
synchronous setting. This ordering property is inspired by
the classical linearizability [10], which imposes the real-
time precedence “first-come, first-serve” on non-concurrent
transactions, without explicitly dealing with the potential
Condorcet cycles among transactions. Specifically, OL requires
that if a transaction tx; is observed by all correct processes
before any correct process observes another transaction txs,
and both ¢tz and txo are committed, then tz; must be ordered
before txo. Importantly, OL avoids the explicit identification
of Condorcet cycles (if any exists), and instead focuses on
enforcing meaningful and realizable order fairness among the
remaining transactions, offering the potential to mitigate the
drawbacks discussed above. For example, without identifying
the Condorcet cycles, latency could be significantly reduced.
The significance of this notion also lies in establishing a clear
boundary: the system must strictly order transactions that are
not concurrent, whereas the system is free to determine the
relative order for concurrent transactions.

At a very high level, Pompé [8] partitions time into consecu-
tive intervals (cf. Fig. 1). Each timeslot k = [timey, timey11)
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Fig. 1: The execution flow of Pompg, specifically, slot k :=
[timey, timeg1+A), slot k+1 := [timegy1, timega+A).

consists of an ordering phase, during which processes collect
timestamps (from other processes) for transactions (assuming
each correct process assigns a timestamp to a transaction upon
receiving it), and decide order locally. Specifically, as shown
in Pompé, median timestamp is critical to decide the order
between any two transactions. It is then followed by a consensus
phase that begins at ¢timej1 + A, in which processes decide
the set and (global) order of transactions output for timeslot k.

Remaining issues: despite OL’s ingenuity and potential,
existing protocols realizing OL (including Pompg) exhibit
significant drawbacks in both security and performance under
standard SMR system definitions.

First, as similarly observed in Themis [5], the standard
liveness property in SMR has to be sacrificed, if OL is to be
enforced in those protocols, e.g., Pompe [8] (and [11]-[13]).
Consider that all correct processes observed a transaction tx
before any of them observes another transaction tx, during
the time interval [timey, timeg41). Even if t21, txo were both
issued by correct processes p; and po, the message delivery
could be delayed. In a partially synchronous network, the
Global Stabilization Time (GST) is not known. It is possible
that tx; is delayed in a way that it may not even complete
the ordering phase within the current timeslot (i.e., A < GST),
while tx5 is delivered in time. As a result, tx1 is not committed
in the current timeslot k, whereas tzo is still committed.

On the one hand, the sender (p1) of tx1 may complete the
ordering in a subsequent timeslot, say k + 1, and resubmit, it
would then be ordered after txs, thereby violating the intended
OL requirement. On the other hand, if tx; is not committed in
any of the subsequent timeslots, this implies that ¢tz proposed
by a correct process will be discarded, thereby violating the
standard liveness property of SMR. Hence, in the partially
synchronous setting, Pompé must choose between enforcing
the OL requirement and preserving standard liveness; it does
not satisfy both simultaneously.

This raises the immediate question of how to actually realize
OL and standard SMR properties simultaneously.

Second, Pompe (and [11], [12]) only considers the partially
synchronous network model. In contrast, SMR in fully asyn-
chronous settings (where message delay may be arbitrary) has
been extensively studied recently [14]-[20], largely due to
their robustness when deployed in wide-area network (WAN)
environments. Many synchronous or partially synchronous
protocols, including PBFT [21] and HotStuff [22], would fail to
make progress and incur unbounded communication overhead
in an asynchronous network, as their liveness (i.e., continuous
protocol output and eventual inclusion of inputs from correct
processes) critically depends on time assumptions that may be
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Fig. 2: Performance downgrade of Pompé under “denial of
service” attacks with 30 processes and 1,000 committed txs.

violated in unstable or adversarial networks [23]. Considering
the prevalence of reordering attacks in decentralized finance and
the difficulty of guaranteeing synchrony on the open Internet,
achieving SMR with fair ordering in asynchronous settings is
desirable for real-world deployment.

Third, yet another drawback (except [13] which only achieves
a weaker version of OL) is the high communication complexity
(see also Table I). In Pompe, when a process receives a
transaction tz from a client, it submits ¢z (and then a vector
of timestamps, with size n) to the network. Moreover, this
same transaction may be submitted by O(n) processes. In
total, resulting a O(n?|tz|) communication (for this tz). This
large communication makes the protocol not scalable, and it
introduces also a significant overhead (at least ©(n)) over the
underlying consensus protocol (if it is communication optimal).
On the other hand, recent surge of practical asynchronous
consensus protocols have pushed communication complexity
to asymptotically optimal (and preserve all other properties,
such as optimal 1/3 corruption).

This leaves another distinct question: whether the order
fairness property (particularly OL) has to incur sub-optimal
asymptotic overhead.

Last but not least, we observe that the design of the ordering
phase in Pompé (and its direct follow-ups) can lead to a
significant blow-up of communication (and causing significant
performance downgrade noticed in experiments cf. Fig. 2),
when facing simple denial-of-service attacks. Concretely, a
malicious client can send a large volume of transactions to a
Byzantine process pp, which can then consistently discard these
transactions after the ordering phase. More specifically, within
the time interval [timey,timey41), the malicious process pp
first multicasts its transactions to the network. The correct
processes then assign a timestamp and send the assigned
timestamp along with the transactions back to the sender py.
Subsequently, p, can discard these transactions, preventing
them from being included in the final SMR output. It follows
that only a few transactions submitted by correct processes
are included in the final SMR output (but communications
are also incurred for the ones not included). Such denial-of-
service attack leads to a significant increase in communication
complexity (among correct processes) for each committed
transaction. Consequently, in adversarial cases, Pompé may



TABLE I: Average communication complexity (in bits per transaction).

Protocol Async. | Order Fairness | Tolerance | Liveness Communication Complexity *
Themis [5] X BOF n>4f Standard O(n%l +n?))
Aequitas [4] v BOF n>4f Weak O(n*l 4+ n*\)

Quick Order-Fair [6] v Differential OF n > 3f Weak 1 O(n?€+n3X)
Pompé [8] X OL n>3f Weak om0 +n3A) *
Lyra [11] x Weak OL n > 3f Weak O(n3€+n3\) *
Aion [12] X Weak OL n > 3f Weak O3 +n3N\) 1

Ours v OL n>3f Standard O(nl +n2)\)

* ¢ is the size of each transaction and A is the security parameter.
t cf. Themis [5]. ¥ In fact, the communication complexity of these protocols can be decided by the adversary.
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Fig. 3: TPS-latency trade-offs when n = 100.

incur O(NN) communication complexity, where N could be an
arbitrarily large number (poly(n)) induced by the adversary,
say n°°. An SMR protocol (satisfying OL) that can also have
a robust performance is clearly desirable.

In this article, we aim to address all the above issues and
ask the following question:

Can we design an asynchronous SMR protocol that not only
achieves OL (and standard liveness), but does so with an
optimal communication complexity, even under
denial-of-service attacks?

A. Our contribution
In this paper, we answer this question in the affirmative.

* We present Isotaxis, a general framework that realizes
ordering linearizability in SMR for asynchronous networks.
Furthermore, our protocol achieves optimal resilience and
satisfies the standard liveness property. |

* As shown in Table I, we achieve SMR with ordering
linearizability while maintaining optimal communication
complexity (same as the underlying consensus). Moreover,
our protocol’s performance is resilient to “DoS attacks”,
ensuring stable performance under both favorable and
adverse conditions.

* We conduct a comprehensive experimental evaluation of
our protocol with 4 to 100 processes deployed on the
AWS platform across 11 global regions, and provide
a detailed comparison with Pompg, %> along with an
overhead analysis. To ensure a fair comparison, both
systems employ HotStuff as the underlying consensus,

! Automatically, the framework yields the first partially synchronous instan-
tiation satisfying all those properties.
2 Available at https://anonymous.4open.science/r/Isotaxis-87E7.

i.e., we provide a partially synchronous instantiation of
Isotaxis. > The experimental results demonstrate that our
protocol significantly outperforms Pompé consistently (e.g.,
as shown in Fig.3). In addition, we evaluate the impact of
the same “DoS attack™ on both protocols, and the results
(see Fig.7) show that our protocol effectively resists this
attack (preserves performance), whereas Pompé does not.
Further experimental results are presented in Section 9.

II. TECHNICAL OVERVIEW

We first depict our overall design in Fig. 4, which comprises
the following concurrent procedures. Though structure-wise it
looks similar to Pompg, however, there are some key differences.
One particular change is that besides the transaction sequencing
(generating M; j, as in Fig. 4, which contains the tentative
transactions to be output in the k-th consensus), we augment
with some auxiliary information (denoted as .S; ,, in Fig. 4).
More importantly, this auxiliary information will be generated
in a way that will allow the processes to resolve all issues
above altogether, and can be done in an efficient way.

The reason that Pompe faced an OL-liveness dilemma (as we
briefed above), is when seeing a transaction txo, it is unclear
to a correct process whether there was an “earlier” tx;.

So the first aim of S;; (in the form of a batch of logs
as (Logs in Fig. 4)) is to enable correct processes to detect
and extract the “earlier” transaction. Specifically, for each
process p; that receives a transaction tx from a client (say
the ¢-th that it received): p; first multicasts it to get the order
sequence number for tz 4, denoted as s as part of M, . in Fig.
4, this is the same as in Pompé. More importantly, p; now also
“broadcasts” (tx, t) directly to the network, which indicates that
tx is the t-th transaction observed by p;. This broadcast is via
a special version called Provable and Notarizable First-In-First-
Out Broadcast (denoted as PNFIFO-BC, which ensures “first-
in-first-out” property from a correct sender, and also generates
a “proof” o. We refer to Sec. VI for details). Every correct
process p; will fill (tx, o) into their Log; [¢] accordingly, where

3 Since there are no existing asynchronous OL protocols to directly compare,
we can only estimate the latency overhead when instantiating our framework
with an asynchronous consensus. Since the added ordering phase remains
identical to that in the partially synchronous instantiation, and asynchronous
consensus generally incurs higher latency (as shown in prior work (e.g., [18])),
we can easily infer that the overhead ratio in our asynchronous instantiation
is actually even smaller.

4This is defined by median value, similar to Pompg; see details in Sec. VII.
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Fig. 4: High-level view of Isotaxis. M; j is the set of tuples
(ve, median, proof), and hy, is the maximum median value in
this set. The set S; . = {log;[hx]}je[n) contains n— f elements.
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o is generated. The condition for entering the consensus phase
is changed from waiting for a fixed delay A (as in Pompg) to
waiting until n — f logs have their s-th entries filled (i.e., in
Fig. 4, the s-th column has n — f entries). The n — f entries
in S, together with M ;, are used as the consensus input.

Now examine the case that there was indeed an “earlier”
tz1 before txo, txo will be output and ordered only when txq
is also output and ordered earlier. A critical observation we
made (formally proven in Sec. VII) is that using PNFIFO-BC
to generate the logs, we can ensure that: when the latest time
at which any correct process observes tx is earlier than the
earliest time at which any correct process observes txs, all
sequence numbers of tx; from correct processes are smaller
than the median sequence number of tx5. Consequently, when
txo is to be output, at least f + 1 distinct logs contain tx
with a smaller index, forming part of S .

Next, a byproduct is that we completely remove the depen-
dency on A, thus supporting even fully asynchronous networks.

More importantly, this auxiliary information, together with
PNFIFO-BC, enables additional checks to improve robustness
against attacks. Specifically, when an adversarial node p;
multicasts its k-th transaction, an honest node processes it
only if it has received the output of PNFIFO-BC;[k — 1]. The
reason DoS may work is that correct processes communication
is induced via a large volume of transactions that may not be
committed. The checking enables us to defeat this by allowing
each process to initiate the next transaction ordering phase
only after completing the previous one.

To achieve optimal communication: we carefully reduce the
size of multicasted value via vector commitment when generat-
ing M, ,, and carefully design n concurrent PNFIFO-BC via
consistent broadcast (CBC) and proofs via threshold signatures.
Last, similar to many asynchronous consensus [15], [24], we
further amortize the communication using O(n) transactions
(for M; 1) together.

III. RELATED WORK

Ordering linearizability (OL) > was introduced in Pompé [8]
as a new paradigm for fair transaction ordering in state

5In [7], Kursawe introduced fair separability (FS), which extends ordering
linearizability (OL) to all transactions observed by correct processes, rather
than only those eventually output. Unlike standard SMR liveness, which
requires only transactions issued by correct processes to be eventually output,
FS also requires the inclusion of transactions issued by malicious processes
once observed by correct processes.

machine replication (SMR). In Pompe, a sender collects a
set of sequence numbers from processes to determine a unique
sequence number for its transaction, and then broadcasts this
sequence number together with the transaction to establish its
position in the global order. By considering a unique sequence
number to each transaction, OL circumvents the potential
cyclic dependencies between transactions that may arise in
other paradigms for fair ordering [4]-[6]. However, Pompé
only guarantees a weak liveness of SMR in order to enforce
OL under partially synchronous networks. In this paper, we
analyze how to achieve standard liveness while preserving OL,
and present a protocol that satisfies OL by combining secure
broadcast of each observed transaction with additional delivery
rules. By leveraging cryptographic and broadcast primitives,
we also make our protocol optimal in terms of communication
complexity per transaction. Various works [7], [11], [12] also
offer implementations of order-fairness derived from OL (and
weaker). Aion [12] leverages trusted execution environments
(TEESs) to reduce latency, while Lyra [11] further combines a
commit-reveal protocol that obfuscates transaction payloads to
prevent financial manipulations, and also offers better latency.
AOAB [13] proposed a weaker notion of OL, enforcing order
only within each individual epoch while relinquishing the OL
guarantee across epochs. Two protocols, FairDAG-AB and
FairDAG-RL, were proposed in FairDAG [25], with FairDAG-
AB achieving OL; however, its liveness relies on the strong
assumption that all clients are honest and broadcast transactions
to all replicas. Otherwise, the protocol may lose liveness
and become vulnerable to DoS attacks. This assumption is
significantly stronger than those typically made in standard
SMR systems, including ours.

Furthermore, DAG of DAGs (DoD) [26], Rashnu [27],
AUTIG [28], SpeedyFair [29], FairDAG-RL [25] and
Dikaios [30] are all direct follow-ups to Themis that aim
to achieve BOF ©. They inherit the 1/4 corruption threshold
of Themis, and study alternative ordering notions that do
not imply OL. All these works assume partial synchrony,
except DoD [26], which considers asynchrony. In particular,
AUTIGa and SpeedyFair achieve BOF as in Themis, while
Dikaios adopts a weaker position-based variant of order fairness
that only enforces fairness for transactions with sufficiently
consistent positional agreement across replicas, leaving the
remaining ordering decisions to heuristic mechanisms such
as grouping and reputation [30]. DoD and Rashnu adopt the
weaker notion of data-dependent order-fairness, which restricts
fairness to data-conflicting transactions and cannot capture
application-level fairness (e.g., MEV-related ordering).

SWe stress that BOF (e.g., Themis [5]) and OL are incomparable, as they
capture different aspects of ordering fairness. BOF requires that if sufficiently
many correct processes receive tx1 before txo, then tx1 must be ordered
no later than txo. In contrast, if all correct processes receive tx1 before any
correct process receives txo, OL guarantees that ¢tz is strictly ordered before
tzo, whereas BOF may place them in the same Condorcet cycle. Moreover,
BOF protocols must explicitly handle Condorcet cycles, potentially leading
to impractical latency, as discussed in the Introduction. These differences
motivate our focus on OL, which provides strong ordering guarantees while
allowing practical efficiency.



In the asynchronous setting, besides AOAB [13],
FairDAG [25], and DoD [26], several other works have been
proposed to address order fairness, including Aequitas [4]
and a more refined approach known as Quick order-fair [6].
It consists of agreeing on the local orderings observed by
a set of processes, and then ordering transactions using the
relative ordering at a majority of processes. In this paradigm,
during the building of dependency graphs between transactions,
cycles may appear between transactions. Furthermore, in the
finalization step of [6], transactions that are decided may not
always be output as processes may have to wait for additional
ordering information to be output by the protocol. In contrast,
the finalization step of our protocol checks for other transactions
that should also be output, but enables direct output of all
decided transactions. Finally, current implementations of this
paradigm incur at least O(n?)-bit communication complexity
per transaction.

IV. MODEL AND PROBLEM STATEMENT
A. Processes and Network

We consider a system of n processes P = {p1,pa,...,Pn}-
Processes that follow the prescribed protocol are denoted
correct, whereas Byzantine processes can deviate from the
protocol arbitrarily. We assume that at any time, the number
of Byzantine processes is bounded by f = [%] — 1. We also
assume a static adversary [14], [15] that fully controls corrupted
processes. In the static adversary model, the adversary can
select up to f processes prior to the start of the protocol, gain
access to their internal states, and control their behaviors during
the execution of the protocol. The communication channels
are authenticated, and Byzantine processes cannot impersonate
correct processes.

Throughout this paper, the network model is determined
by the underlying consensus module. When instantiated with
an asynchronous multi-valued validated byzantine agreement
(MVBA), our design operates in a fully asynchronous setting,
where message delays are unbounded, but messages from
correct processes are eventually delivered without tampering.
When instantiated with a partially synchronous MVBA, the
system operates under partial synchrony: the adversary may
arbitrarily delay and reorder messages until an unknown Global
Stabilization Time (GST), after which all messages between
correct processes are delivered within a known bound A.

B. Goal: State Machine Replication with Ordering Lineariz-
ability

In this paper, our goal is to design an efficient state machine
replication (SMR) protocol [31]-[33] where the ordering of the
output transactions satisfies ordering linearizability. In SMR,
two fundamental properties must be satisfied by all correct
processes: consistency and liveness. The former requires that
all correct processes must output transactions in the same order,
while the latter ensures that once an honest client submits a
transaction, it should be output within a reasonable amount of
time. At a high level, it requires each client to continuously

send transactions to a subset of correct processes ’. These
correct processes then submit transactions by broadcasting
them to all processes, and all correct processes must deliver
these transactions in the same order in a finite number of steps.
Formally, we define State Machine Replication as follows:

Definition IV.1 (State Machine Replication). A state machine
replication protocol must ensure the following properties.

* Consistency. If a correct process p; delivers transactions
{tx1, txs,-- - ,tx,} and another correct process p; delivers
transactions {tz,tz5, - - -, txl, }, then txy, = ta) forVk €
[1, min{s, s'}]. Additionally, if a correct process delivers
tx, then tx is eventually delivered by all correct processes.

* Liveness. If a correct process inputs a transaction tx, then
tz is eventually delivered by all correct processes.

In this paper, we will use the terms “commit”, “deliver”, and
“output” interchangeably when there is no ambiguity. Likewise,
we use the terms “observe” and “receive” interchangeably.
Ordering linearizability requires that if both transactions tx
and txo are both delivered, and all correct processes observe a
transaction tx; before any of them observe a transaction txs,
then ¢x; must be delivered before txy. In order to achieve
this goal, processes need to assign sequence numbers to the
transactions that they observe. Then, ordering linearizability
can be achieved by using for each transaction an order sequence
number S that is the median value of a set of 2f + 1 sequence
numbers, because S is upper bounded and lower bounded by a
sequence number assigned by a correct process [8].

Definition IV.2 (Partial Order). If a transaction tz; (resp. txs)
is assigned an order sequence number s; (resp. s2) by n — f
arbitrary processes, then {1 must be delivered before txzs, if
$1 < 82 and both tx; and tx, are delivered. We say that tx;
is delivered before txs, and denote it tx; < txs.

Definition IV.3 (Ordering Linearizability). If the highest
sequence number assigned by any correct process to transaction
txy is less than the lowest sequence number assigned by any
correct process to transaction txo, and both tx; and tzo are
delivered, then tz; must be delivered before ta5. More formally,
let S7 (resp. S3) denote the set of sequence numbers assigned
to transaction txy (resp. tx2) by correct processes, then if both
txq and txo are delivered and maxge g, (s) < minges, (s), then
we have tx1 < tzs.

V. PRELIMINARIES

In this section, we present the building blocks used in our pro-
tocols. Throughout the paper, we use ¢ to denote the bit-length
of each transaction, and A to denote the cryptographic security
parameter, which captures the size of cryptographic primitives,
including (threshold) signatures, vector commitments, and their
corresponding proofs.

"In our paper, we adopt the same assumption as [17], where a client is
permitted to contact only a limited subset of processes rather than all O(n)
processes. Consequently, each client needs to send transactions to only k
randomly selected processes (with k being a small security parameter), since
this set of k£ processes contains at least one correct process with a high
probability. We set k = 1 for both protocols in our good-case evaluations.



Erasure code scheme. A (k,n)-erasure code scheme [34]
consists of a tuple of two deterministic algorithms Enc and
Dec. The Enc algorithm maps any vector v = (vy,--- ,vg) of
k data fragments into a vector m = (my,--- ,m,) of n coded
fragments, such that any & elements in the code vector m is
enough to reconstruct v with the Dec algorithm.

Threshold signatures. A (¢,n) threshold signature scheme
[35] is a protocol involving n processes, where at most ¢ — 1
processes can be corrupted and 0 < ¢ < n. Formally, a (¢, n)-
threshold signature scheme consists of the following algorithms:
TS.SigShare,, TS.VrfShare;, TS.Comb; and TS.Vfy,. The
TS.SigShare, takes a message m as input and produces a
signature share. The TS.VrfShare; is then used to verify
whether the signature share is valid or not. The TS.Comb; can
generate a complete signature from at least t+ 1 valid signature
shares. Finally, the TS.Vfy, is to verify a full signature.

Digital signatures. We assume that all processes possess a key
pair pk/sk for use in digital signatures [36]. The algorithm
consists of two algorithms: (Sign, Vrf). For any message m, it
holds that Vrf(m, Sign(m, sk), pk) = 1.

Position-binding vector commitment (vc). The vector com-
mitment [37] comprises three algorithms: (VecCom, Open,
VerifyOpen). On input a vector m of any n elements, the
algorithm VecCom produces a commitment vc for the vector
m. On input, m and vc, the Open algorithm can reveal the
element m,; committed in vc at the ¢-th position while producing
a short proof 7;, which later can be verified by VerifyOpen.
Remark. Throughout the paper, we employ the vector commit-
ment scheme from [37]. All algorithms are deterministic, and
both commitment vc and openness 7 are O(\) bits in size.

Multi-valued validated Byzantine Agreement (MVBA): The
MVBA protocol involves n processes, where each correct
process p; holds an input value v; that satisfies a predefined
external predicate @, i.e., Q(v;) = 1. All correct processes
output a common value v that also satisfies Q(v) = 1. Formally,
an MVBA satisfies the following properties:
» Termination. If every correct process p; inputs an exter-
nally valid value v;, then every correct process outputs a

value.
* External-Validity. If a correct process outputs a value v,
then Q(v) = 1.

* Agreement. Any two distinct correct processes always
output the same value.

Note: In our paper, the output of the MVBA protocol must
satisfy an external predicate. When implementing the complete
Isotaxis protocol, we define the detailed predicate function ()
in Algorithm 3. Besides, although most MVBA protocols have
been studied in asynchronous settings, such as MVBA [14],
[38], [39], we also consider employing a partially synchronous
MVBA protocol when operating under partial synchrony.
Specifically, we utilize HotStuff [22] to instantiate the partially
synchronous MVBA. To satisfy the External-Validity property,
we additionally incorporate a validation step into HotStuff: upon
receiving any value, a process checks whether it satisfies the
predicate; otherwise, the value is discarded. Hence, throughout

this paper, we consider two types of MVBA: an asynchronous
MVBA from [39], denoted by AMVBA, and a partially
synchronous MVBA instantiated using HotStuff, denoted by
PMVBA. Besides, in partially synchronous networks, all correct
processes must participate in PMVBA simultaneously. Hence,
we initialize HotStuff such that all processes begin execution at
the start of the protocol, i.e., at time = 0. The e-th output of the
HotStuff instance then corresponds to the result of MVBA[e].
In both cases, the communication complexity is O(nf + An?).

VI. PROVABLE AND NOTARIZABLE FIFO BROADCAST

In this section, we introduce an important broadcast compo-
nent used in our main protocol.

A. First-in First-out Broadcast

In the First-in First-out Broadcast (FIFO-BC) protocol [40],
[41], there exists a process known as the sender, whose primary
objective is to broadcast a sequence of messages to all processes.
The crucial guarantee provided by this protocol is that if the
sender p, is correct, then all correct processes will receive
and deliver ps’s messages in the exact order in which p;
broadcasts them. Importantly, even if p, is Byzantine, the
protocol guarantees that all correct processes deliver the same
message set from p, and in the same order.

Let FIFO-BC; denote the instance of FIFO-BC initiated by
sender ps. Each process p; maintains a local log Log, that
records the output of FIFO-BC,. FIFO-BC,[k] and Log,[k]
denote the k' invocation and the k' output of FIFO-BCj,
respectively. Formally, FIFO-BC; is defined as follows:

Definition VI.1 (First-in First-out Broadcast (FIFO-BC)). A
FIFO-BC protocol with sender p, ensures the following:

* Liveness. If p; is correct and broadcasts a message m,
then every correct process eventually delivers m.

* Integrity. If some correct process delivers a message m,
then m was previously broadcast.

* Total-Order. If some correct process p; delivers {Log,[1],
.-+, Log,[k]}, and another correct process p; delivers
{Log’[1], - -+, Log’[Kk']}, then for every i, where 1 < i <
min{k, k'}, Log,[i] = Log’,[i].

* FIFO-Order. If the sender is correct and broadcasts a
message v before v’, then no correct process delivers v’
unless it has already delivered v.

B. Provable and Notarizable First-in First-out Broadcast

We now present our sub-protocol, Provable and Notarizable
First-in-First-Out Broadcast (PNFIFO-BC), which will be
employed as a building block in our main protocol. Similar
to [42], in our design of PNFIFO-BC[k], the output is
structured as Log,[k] := (vk,ok), where o serves as a
proof that guarantees the validity of the value vy in the k-
th output. This property provides provability, ensuring that
each value can be verified, i.e., the value vy is indeed the
kth output of the instance. Furthermore, we have introduced
additional constraints on the output value. Our goal is for
the output to satisfy a predefined predicate (), which is



similar to MVBA-External-Validity. Besides, the paper “Bolt-
Dumbo Transformer” [16] introduced a new primitive known as
notarizable weak atomic broadcast (nw-ABC). This primitive
exhibits a notarizability property, wherein if any correct process
outputs Log,[k], then it guarantees the existence of at least
f+ 1 correct processes that have either already output Log, [k]
or already output Log,[k — 1]. Our protocol, PNFIFO-BC, is
inspired by the notarizability property introduced in nw-ABC
and provides a similar guarantee.

Compared with FIFO-BC, PNFIFO-BC offers more com-
prehensive guarantees. PNFIFO-BC not only fulfills all the
properties of FIFO-BC, but it also introduces three additional
properties related to external validity, provability, and nota-
rizability. In PNFIFO-BC, external validity makes sure the
output value is meaningful. Provability ensures that each output
can be verified, while notarizability states that if any process
successfully outputs Log,[k], then there are at least f+1 correct
processes that have already output Log [k — 1]. Formally, the
definition of PNFIFO-BC is as follows:

Definition VI.2 (PNFIFO-BC). A Provable and Notarizable
First-in First-out Broadcast (PNFIFO-BC) protocol, with sender
ps among n processes, ensures the following properties.

* Liveness. Same as in Definition VI.1.

* Integrity. Same as in Definition VI.1.

* Total-Order. Same as in Definition VI.1.

* FIFO-Order. Same as in Definition VI.1.

* Provability. If any correct process delivers Log [k] :=
(vk, o), then oy can be used to verify that vy, is the k"
output of PNFIFO-BC;.

* Notarizability. If any correct process delivers Log, [k], then
there exists at least f+ 1 correct processes that have already
delivered Log,[k — 1].

* External-Validity. If Log[k] := (v, o) is delivered by
any correct process, then it holds that Q(vy) = 1.

C. Instantiation of PNFIFO-BC

A PNFIFO-BC; protocol can be constructed using sequential
multicasts and threshold signatures, as outlined in Algorithm 1.
The PNFIFO-BC; protocol can be divided into four logical
phases, which are detailed as follows:

* Value broadcast phase: (lines 1-2). The sender ps invokes
PNFIFO-BC,[k](vi) to multicast PROPOSAL(s, k,vi) to
all processes.

* Vote phase: (lines 3-7). Whenever a correct process p;
receives a message PROPOSAL(s, k,vy) from the sender,
and that Log,[k — 1] has been delivered by p; and that vy,
satisfies the predicate (), then p; generates a threshold share
signature o, ; for (s, k, vx;) and sends back VOTE(s, k, 0 ;)
to the sender.

* Generate proof phase: (lines 8-13). When the sender has
received n — f valid VOTE messages, i.e., n — f valid
threshold signature shares for (s, k, v), it combines these
signature shares into a full threshold signature oy, and
multicasts FINAL(s, k, o) to all.

Algorithm 1 Provable and Notarizable First-in First-out Broadcast with sender
ps: PNFIFO-BC, code for process p; who runs the protocol in consecutive
slot number k with predicate Q.

> slot number
> lock flag
> output

Initialize: £ < 1

flags < 0O

Log, «+ {}
1: function PNFIFO-BC,[k](vg)
2:  multicast PROPOSAL(s, k, v )

> for sender

# for all processes:
3: upon receiving PROPOSAL(s,k,v) from ps for the first time do
4:  wait flags =0 and Q(vg) =1 do

5: o, < TS.SigSharey ;4 (s, k, vg)
> sign with p;’s threshold sk
6: send VOTE(s, k, 0, ;) to the sender ps > send vote
7: flags <1 > lock other slots
# for sender:

8: upon receiving VOTE(s, k, o, ;) from p; for the first time do
9:  if TS.VrfSharess (s, k, vy, 05 ;) =1 do > verify vote

10: Ty <+ T U (J,0%,5) > collect vote
11: if [Tx| =2f+ 1 do > 2f 4 1 valid votes
12: oy, < TS.Combg i1 (s, k, v, Tk) > generate a proof
13: multicast FINAL(s, k, o)

# for all processes:

14: upon receiving FINAL(s, k, oy, ) from p for the first time do

15:  wait flags =1 do > wait until vy, is received
16: if TS.Vfyoryq(s, k, vk, or) =1do > verify message
17: Log, (k] + (vk,0k) B> store k" output
18: flags <~ Oand k +— k+ 1 > into next slot

Output phase: (lines 14-18). When a correct process p;
receives a message FINAL(s,k, o) from the sender ps,
along with the value vy corresponding to o, then p;
delivers Log[k] := (v, o) and proceeds into the next
slot £+ 1. It is worth noting that when flags = 1 (line 15),
it indicates that p; has already sent a VOTE(s, k, oy ;)
message back to the sender. This also implies that p;
receives a value v from the sender.

D. Security and Complexity Analysis

In this section, we analyze the security and complexity of
the PNFIFO-BC protocol presented in Algorithm 1.

Theorem VI.1. Algorithm 1 implements a Provable and Nota-
rizable First-in First-out Broadcast protocol (cf. definition VL.2).

Proof. We prove each property separately.

1) Liveness. If a correct sender p, broadcasts a message vy by
sending a PROPOSAL message, then all correct processes
eventually receive this PROPOSAL message. Since 2f 41 <
n — f, ps eventually receives a set T} of 2f + 1 valid
VOTE messages. As a result, ps multicasts a valid FINAL
message, and all correct processes eventually receive this
FINAL message, and deliver the message vy.

2) Integrity. If a correct process p; delivers a message m (i.e.,
m is assigned to Logs in Alg. 1, line 17), then flags =1,
and p; must have received a valid Final message with a valid
signature from the sender p, (lines 14-17). The condition
flags = 1 also implies that p; has already received the
corresponding Proposal message along with m from p,
(lines 3-7).

3) Total-Order. If a correct process delivers Log,[k] :

(vk,0%), then it satisfies TS.Vfy,; (s, k, vk, 0%) 1.



This implies that at least 2f + 1 processes have sent one
VOTE message in slot k. Since correct processes only
send one VOTE message in each slot, if any two distinct
processes deliver Log,[k] and Log.[k] respectively, then
Log,[k] must be equal to Log’,[k]. Furthermore, if a correct
process does not deliver in slot k, it will not deliver in slot
k 4+ 1 based on the pseudocode (line 18). This implies
that Log,[k + 1] will not be delivered unless Log,[k]
has been delivered. Therefore, if one correct process
p; delivers {Log,[1],--- ,Log,[k]}, and another correct
process p; delivers {Log/,[1],-- - , Log}[k']}, it follows that

Log,[i] = Log’,[i] for every i such that 1 < i < min{k, k'}.

4) FIFO-Order. According to the pseudocode, a correct
process can deliver Log, [k'] only if it has already delivered
Log,[k], where k' > k. If the sender is correct and inputs a
message v in slot k and another message v’ in slot &' (> k),

it follows that all correct processes will deliver v before v’.

5) Provability. If any correct process p; delivers a valid
Log,[k] := (uvg,o0%), then it must satisfy the condition
TS.Vfysriq(s, kv, 06) = 1. If there exists another
message v}, that belongs to the kth output, then it will
also satisfy TS.Vfy, 1(s, k, v}, 01) = 1. However, this
would require at least one correct process to perform two
threshold signature shares for two distinct messages vy and
v;, which contradicts the code in line 7. Therefore, o,
guarantees that vy, indeed belongs to the k' output.

6) Notarizability. If any correct process p; delivers a valid
Log,[k] := (vk,ok), then it satisfies the condition
TS.Vfyssi1(s, k, vk, 0x) = 1. Hence, at least f +1 correct
processes participated in the instance for slot k, and
they have already output Log [k — 1] as indicated by the
pseudocode (lines 17-18).

7) External-Validity. If correct processes deliver Log,[k] :=
(vk,0k), it indicates that the process has successfully
received a valid FINAL message and the corresponding
PROPOSAL message from the sender p,, then, based on
line 4, it follows that vy, satisfies the predicate (). O

Theorem VI.2. The communication complexity of the protocol
PNFIFO-BC is O(nf+ An) bits per value, where ¢ is the size
of the input value and A is the security parameter.

Proof. Based on the pseudocode of Algorithm 1, the cost
breakdown can be summarized into the following four phases:

1) Value broadcast phase: In this phase, the value vy is
broadcast to all processes by a PROPOSAL message,
resulting in a cost of O(nf) bits.

2) Vote phase: This phase involves “n-to-one" n VOTE
messages, where each process sends a VOTE response to
the sender. The cost for this phase is O(An) bits.

3) Generate proof phase: In this phase, the sender multicasts
a FINAL message to all processes. The size of the FINAL
message is O(\), resulting in a communication cost of
O(An) bits for this phase.

4) Output phase: This phase does not incur any additional
communication cost.

Therefore, the communication complexity of the PNFIFO-BC
protocol is O(nf + An) bits per value. O

VII. ORDERING LINEARIZABILITY CONDITIONS

In this section, we present key lemmas to give an intuition
on how to achieve ordering linearizability (cf. Definition IV.3).
These lemmas will be used in the Isotaxis protocol analysis.

As mentioned earlier, in Pompg [8], a correct sender can
collect a set of sequence numbers S; for a transaction tz;.
However, due to network delays, the set S; collected for
txq may expire (since |S1| < n — f), which can potentially
violate OL or compromise the liveness of SMR. Hence, to
satisfy OL, the key insight is to ensure that whenever a
transaction txo is delivered with an order sequence number 5s,
the process verifies whether tz; has been observed, assuming
txq should be ordered before txs. This verification is enabled
by the transaction histories recorded by 2f + 1 processes, as
proven in Claims VII.2 , VIL.3 and VIL.4. Accordingly, in our
solution, each process submits all received transactions to the
PNFIFO-BC protocol, and the final output is determined in
part by the outcomes of 2f + 1 distinct PNFIFO-BC instances.

Intuitively, a transaction tz; can be safely delivered unless
there exists another transaction txo that, according to OL, must
be delivered before tz;.

Lemma VII.1. For any two transactions tx; and tzo that are
eligible for output, let s; and So denote the median values of
any sets of 2f + 1 sequence numbers assigned to ¢tz and txo,
respectively. If tz1 and txo satisfy OL, then we have 5; < 5.

Proof. Cf. Lemma 4.1 of [8], the median value of a transaction
is bounded by the sequence numbers assigned by correct
processes. Hence, if tx1 < tao holds, then tx1 and txs satisfy
OL, thus max,, g, (1) < ming,es,(s2) = 51 < S2. O

Claim VIIL.2. Let 57 denote the median value of any set of
2f+1 sequence numbers assigned by processes to a transaction
tx,. If at least f+ 1 processes have assigned sequence numbers
to a transaction tx, that are less than s;, then ordering tx;
after txo does not violate OL.

Proof. This results from the fact that 5; is the median of a
set of 2f + 1 values, 57 is upper bounded and lower bounded
by the sequence numbers assigned to tx; by correct processes.
Therefore, if f 4+ 1 processes have assigned to tzo sequence
numbers that are less than 57, then there must be at least one
correct process assigning a sequence number to tzo that is lower
than the sequence number assigned to tx; by another correct
process, therefore, OL does not require that tx; < txs. O

Reciprocally, if at most 2f processes observe tx; before
txo, then ordering tx; before txo does not violate OL.

Claim VIL3. Let 5; denote the median value of any set of
2f 4 1 sequence numbers assigned to a transaction tx;. If at
most 2f processes have assigned sequence to a transaction txo
that are less than si, then ordering tx; before txs does not
violate OL.



Proof. Because 57 is upper-bounded and lower-bounded by the
sequence numbers assigned to tz1 by correct processes, if less
than 2f + 1 processes have assigned to {x2 sequence numbers
that are less than s;, then there must be at least one correct
process assigning a sequence number to txo that is larger than
that assigned to tx; by another correct process, and therefore
ordering tx; before txo does not violate OL. O

Claim VIL4. If tzq and txo satisfy txq < tao, then the (f+1)-
th smallest sequence number assigned to tx; must be smaller
than the (f + 1)-th smallest sequence number assigned to txs.

Proof. Because the (f + 1)-th sequence number assigned to
tr1 is upper-bounded and lower-bounded by the sequence
numbers assigned to tx; by correct processes, if tz; < txo,
then fewer than 2f + 1 processes can assign to txy sequence
numbers smaller than the (f + 1)-th sequence number of tx;.
Otherwise, among these 2f + 1 processes, at least f + 1 are
correct, implying that some correct process assigns to txo a
sequence number smaller than the sequence number assigned
to txy by every correct process, which contradicts tx; < txs.
Therefore, the (f + 1)-th sequence number assigned to tx;
must be smaller than that assigned to tzo. O

With these observations, we ensure that the ordering of
transactions satisfies OL. Intuitively, in our protocol, consensus
is used to decide on a subset of transactions to be output, along
with the Log values of 2f + 1 processes in the current epoch.
Based on these Log values, we can retrieve 2f 4+ 1 complete
transaction histories from distinct processes, denoted as LOGs.
Suppose that transaction ¢z is output with an order sequence
number s. Then, we search for potential prior transactions,
denoted as tz’, by examining the LOGs. If at least f + 1 of
the sequence numbers assigned to a transaction ¢z’ within the
LOGs are less than s, then ¢z’ can be output before tx without
violating, and indeed preserving, the OL property. The core
idea is that if two transactions tx; and txo satisfy OL and
txy < txe, we use Sy to represent the median value of any
set of 2f + 1 sequence numbers assigned to txo, then at least
f + 1 sequence numbers have been assigned to transaction tx
in the LOGs, and these f + 1 sequence numbers must be less
than 55. This process helps identify other transactions that may
require being output before txo, and thus maintain the desired
ordering properties.

VIII. STATE MACHINE REPLICATION WITH ORDERING
LINEARIZABILITY

A. High-level Overview of Isotaxis

As illustrated in Figure 4, Isotaxis comprises three key parts:
transaction sequencing, consensus, and finalization. We first
present an overview of the protocol, followed by a detailed
presentation of each part. In each epoch, correct processes
engage in two concurrent phases. The first phase, “transaction
sequencing”, runs continuously. The second phase, consisting of
a consensus step followed by “finalization”, is executed in each
epoch. We remark that in our design, the first sequencing phase
is independent of any network assumptions, and the finalization

step is purely local, except for CallHelpValue (see Algorithm 5).
The CallHelpValue procedure itself is independent of any
timing assumptions. Consequently, the network model of
Isotaxis depends entirely on the underlying consensus module
(MVBA protocol). This module can be instantiated with any
asynchronous or partially synchronous consensus protocol, as
long as it satisfies a simple validation condition, as specified
in Algorithm 3 (lines (1) — (4)).

First, in the transaction sequencing phase, each process
assigns sequence numbers to transactions and disseminates its
observed order to all participants. Each transaction will have
an ordered sequence number, defined as the median of a set of
2f 41 sequence numbers assigned by distinct processes. When
a process p; assigns a sequence number s to tz, it generates a
vector commitment vc and broadcasts it via PNFIFO-BC;[s],
indicating that tx is the s-th transaction observed by p;. This
approach also implies that once a correct process p; broadcasts
vcy, via PNFIFO-BC,, i.e., assigns a sequence number to tzx,
it must have already received the corresponding ¢x. This step
is crucial for the subsequent execution of CallHelpValue and
for achieving optimal communication complexity.

Next, in the consensus phase, all correct processes agree
on which transactions can be output, as well as n — f
PNFIFO-BC output from distinct processes. The latter de-
termines which PNFIFO-BC instances’ outputs can serve as
auxiliary information for identifying potential transactions to
include in the current epoch output to preserve OL. Finally,
in the finalization phase, the main objective is to ensure that
all correct processes detect any transactions that should be
delivered but have not yet been assigned an order number
by n — f distinct processes due to network delays, thereby
avoiding the same issue observed in Pompé (as discussed
earlier in Section I) and achieving the desired OL in both
asynchronous and partially synchronous settings. Besides, in
the finalization phase, a transaction may be included in the final
output (Algorithm 3) because its corresponding vc;, appears at
least f + 1 times in LOGs, while the corresponding transaction
tx may not yet have been received by most correct processes.
However, since there are at most f Byzantine processes, for any
decided vc,,, at least one correct process must have assigned a
sequence number to tx and thus must have already received the
corresponding tx. The CallHelpValue module is used to recover
the transaction tx corresponding to a given vector commitment
VCi,. A process invoking CallHelpValue(e, vcy,,) first multicasts
a CALLHELP-VALUE message. Upon receiving this request,
a process that has already received the corresponding tx
and has vc;, € M’e encodes tz into n fragments using an
(n, f + 1) erasure code, commits to these fragments using a
vector commitment, and sends one fragment together with its
opening proof to each process. Upon receiving a valid fragment,
a process multicasts it to all processes. Once a process collects
f+1 valid fragments corresponding to the same vctz, it decodes
and returns tz. Since each correct process multicasts the
corresponding message at most once, and each message has size
O(¢/n+ )N), once any correct process invokes CallHelpValue,
all correct processes are guaranteed to eventually receive the



corresponding tx with optimal communication complexity.

To mitigate the impact of such a “DoS attack”, we must
ensure the number of sent messages is reasonable. It is
possible for a malicious process to selectively send tz to
only a few correct processes, thereby inflating communication
complexity. In our protocol, a correct process p; accepts a
SEQ-REQUEST(k, tz") message from another process p; only
if PNFIFO-BC,[k—1] has already produced an output, that
is, Log;[k—1] # 0. If Log;[k—1] := (VCiz,04z), it implies
that p; has received the actual corresponding transaction tx.
Otherwise, the vector commitment vc;, will not be added
to buf, the local vector commitment buffer. According to
Algorithm 1, if vy, ¢ buf, then the predicate (QQ(vc,) cannot
hold. As a result, p; will not output Log; [k—1] := (VCix, O1)
from PNFIFO-BC,[k—1]. This design makes it infeasible for
p; to carry out such an attack.

To ensure optimal communication, we note that for any
two distinct transactions tx1, txo, their vector commitments,
VCig,, VCisz,, are different, i.e., tx; # txa = VCiz, F# VCig,.
This uniqueness allows us to use the vector commitment as a
representation of each transaction. Importantly, the size of the
vector commitment is smaller than the size of the transaction
(which could be a batch). Hence, we utilize the vector
commitments as inputs for both PNFIFO-BC and the consensus
protocol, rather than using the actual transactions. Besides, the
consensus protocol used in this paper, MVBA, guarantees that

its output satisfies a predefined external predicate (Algorithm 3).

Specifically, we require every input to contain 2f + 1 outputs
of PNFIFO-BC. Consequently, even if the value selected by
the consensus protocol is proposed by a Byzantine process,
it must still satisfy the predicate. This also implies that the
selected input contains the outputs of PNFIFO-BC from at
least f + 1 correct processes.

Additionally, output transactions are organized into epochs,
and each epoch is processed sequentially. The protocol does
not handle transactions individually but rather decides which
transactions are output in batches for each epoch, where the
batch size could be K = O(n). Moreover, for any vector
commitment determined by the MVBA, the CallHelpValue
function (in Algorithm 5) ensures that all correct processes
will receive the corresponding transactions by the end of the

finalization phase, without incurring additional communication.

Even if Byzantine nodes repeatedly invoke it, they cannot cause
a communication blow-up. As shown in Algorithm 5 (Lines
110-116), for each value in the output set, every honest node
sends its fragment at most once.

B. Transaction Sequencing

We now introduce the transaction sequencing algorithm. As
shown in Algorithm 2, the protocol has the following phases.
1) Broadcast transaction: (lines 1-3). When a process p;

receives a new transaction tx from clients, it submits tx
using SMR-broadcast (line 1) and also assigns a sequence
# k if tx is the k-th received transaction. Then it multicasts
SEQ-REQUEST(k, tz) to all processes, which allows p; to
request a set of sequence numbers for tx (line 3).
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Algorithm 2 Transaction Sequencing, code for process p;

1: function SMR-broadcast(k, tx)

Initialize: seq; < 1; buf < {}
Initialize: k < 1

Let: {PNFIFO-BC;} j¢[y,) refer to n instances, the predicate Q as follows:
Q(z) =1if z € buf

> Local seq # and vc buffer

> new tx from client

2:  assign the sequence number k to tx
3:  multicast SEQ-REQUEST(k, tx)
4: upon receiving SEQ-REQUEST(k, tx) from p; for the first time do
5. upon Log,;[k — 1]=(vc’,0’) do > avoid DoS attack
> tx from nodes
6: if this transaction tz is received from nodes for the first time do
7: if tx has not been assigned a sequence number yet do
8: s < seq; > assign sequence number to tx
9: seq; < seq; + 1 > increment local sequence
10: if tx has already been assigned the sequence number k&’ do
1 s+ Kk
12: {mi, -+ ,mn} < Enc(tz,n, f +1) > encode
13: vciz < VecCom(myi, -+ ,mn) > vector commitment
14: buf « buf U {vciz}
15: PNFIFO-BC;|s](vcia) > See Algorithm 1
16: Otx,s < Sign(sequence,vcig, S, ski)
17: multicast SEQ-RESPONSE(VCtq, S, Ota,s)
18: upon receiving SEQ-RESPONSE(VCyz, S, 0tz,s) from p; do
19:  if p; is the sender of SEQ-REQUEST(k, tz) do > p; initiates tx
20: if Vrf(sequence, vciy, s, 0te,s, pkj)=1 do
21: Slveie] <= Slveia] U (4, 8, 0tz,s)
22: if |S[vez]l =2f + 1 do
23: multicast SEQ-ORDER(VC¢gz, S[VCts])
24: upon receiving SEQ-ORDER(VCyz, S[vciz]) from p; do
25: if |S|veiz]| = 2f +1 A VY (4, 8,0tz,s) € S[veia], Vrf(vers ||
$,0ta,s,pkj) =1 do
26: Stz < Median(S|[vciq]) > pick up the median value
27: Oseqta TS.SigSharef+1 (median, vcig, St tsk;)
28: send SEQ-MEDIAN(VCiz, Stz, Oseqtz) 1O Dj
29: upon receiving SEQ-MEDIAN(VCtz, Sta, Oseqtz) from p; do
30:  if p; is the sender of SEQ-REQUEST(k, tz) do > p; initiates tx
31: if TS.VrfSharey | (median,vces, 5tz (J, Oseqtz))=1 do
32: S[Stz] < S[Sta] U (J, Oseqta)
33: if |S[5tz]| = f+ 1 do
34: ¥ < TS.Comb 4 (median, vctz, Sta, S[5tz])
35: multicast SEQ-FINAL(VCtyz, Stz, 2)
36: upon receiving SEQ-FINAL(VCts,Stz, ) and TS.nyerl(median7
VCtz, Stz Z) =1do
37:  if vcie ¢ VCledger and (veig, *, %) ¢ M; do
> add into M;, as input in line 46 of Algorithm 3
38: M; +— M; U (vctz,gtz, Z)
2) Assign sequence number: (lines 4-23). Upon receiving the

request SEQ-REQUEST(k,tz) from p; for the first time
(line 4), if the process p; obtains the output Log,[k—1]
from PNFIFO-BC;, then it assigns a sequence number s
to the transaction ¢z if it has not already been assigned
one. Otherwise, let s be the previously assigned sequence
number. The process p; then encodes tx as a vector
{my,ma,...,m,} and generates a vector commitment
vce,. To prevent malicious processes from sending useless
messages during the PNFIFO-BC procedure, vcy, is added
to the local vector commitment buffer buf. This step is
crucial to satisfy the predicate condition in PNFIFO-BC
(see Algorithm 1). If there is any input vc, ¢ buf,
then the input will not be processed. For any correct
process p;, if vcy, € buf, then p; has received the
corresponding transaction tx. The underlying motivation



of PNFIFO-BC for this step is to efficiently distribute its
received transaction history throughout the entire network.
Finally, p; multicasts a SEQ-RESPONSE message containing
VC,, its signature, sequence number s.
If p; is the sender of SEQ-REQUEST(k, tx), it first waits
to receive 2f + 1 SEQ-RESPONSE from distinct processes,
and then broadcasts a SEQ-ORDER containing S|vc,] to
all processes, which is a set of 2f + 1 sequence numbers
collected for median value computation (lines 18-23).
Decide median: (lines 24-35). Upon receiving a valid SEQ-
ORDER message from p; (line 24), processes send back a
threshold signature share of the median value of S|vcs,] to
the sender p;. Once p; (the sender of SEQ-REQUEST(k, tx))
has collected at least f+1 threshold signature shares for the
median value 3 of S[vc,] (line 33), it combines these shares
into a full proof ¥ and multicasts SEQ-FINAL(vC;,, S, X).
4) Add ordered transaction to submission buffer: (lines 36-38).
When a process p; receives valid SEQ-FINAL(VCy, Stz, 20)s
if the corresponding transaction has not yet been delivered,
it also implies that vcy,, ¢ VCledger. Moreover, if
(vCta, *, %) has not already been added to M;, then p;
appends (VCy, Stz, 2) to its submission buffer M; (line 38).
For any given (vci;,Si,X), the size of (veiy, iz, X) is
O(A). A valid ¥ signifies that (vcy,, 5¢,) has been signed by at
least one correct process, which, in turn, implies that at least f+
1 correct processes have sent SEQ-RESPONSE(VCyy, S, Oy 5)-
Consequently, at least one correct process, denoted as p;, must
assign a sequence number s > S;, (cf. Lemma 4.1 of [8]).

3)

C. Transaction Consensus

In this section, we introduce the construction of the con-
sensus phase, which is further elaborated in Algorithm 3. For
simplicity, we represent the set {LOG,[1 : s, — 1]}jer, as
LOGs[s; — 1,T¢], where LOG;[a : b] := {LOG;,a], LOG,[a +
1],---,LOG;,[b]}. Furthermore, we use FinalLedger to repre-
sent the delivered transactions, and VClLedger to represent the
vector commitments of the corresponding delivered transactions.
The consensus phase is divided into the following three parts.

1) Consensus: (lines 39-46). When the submission buffer M;

of a process p; reaches size K during the transaction
sequencing phase, i.e., p; has received K undelivered
transactions, each with an assigned order sequence number,
and p; has not yet submitted in the current epoch, it
proceeds as follows: let M; . C M; contain the K
transactions with the lowest order sequence numbers. Define
he := maz{S;,} in all (vcyy,Siy, X) € M; .. Afterward,
p; waits to receive n — f distinct PNFIFO-BC;[h.] outputs
and collects them into the set S; .. This step is critical in the
finalization phase, as it helps identify which transactions
are eligible for inclusion in the final output. Finally, p;
inputs the pair (M; ., S; ) into MVBA[e].
Remark: We consider state machine replication, it implicitly
assumes that all nodes continuously receive transactions
from clients. Therefore, all honest nodes can broadcast their
he values via PNFIFO-BC, ensuring that MVBA receives
valid inputs.
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Algorithm 3 Consensus for epoch e, code for process p;
for V x, the predicate Q(x) for MVBA[e] holds if all of the following hold:
1) z:=(M,S)
(2) M satisfies: |M| = K, and M := {(vCtz, Sta, 2) } i, Where each
vcer ¢ VCledger
(2.1) For any (vcig, Stz, &) € M, then
TS.nyf_H(median,vcm,Em7 =1
(2.2) No two distinct elements in M share the same vCig
(3) S satisfies: [S| =2f 41, and S := {(4, he,VCj n., 05 n.) Y2 f+1
(3.1) For any (j, he,VCj h,,05h,.) € S, then
TS.Vfyopi1(ds be, V) e, jn.) =1
(3.2) No two distinct elements in S share the same j and distinct he
4) let hl, := max{S¢s | (VCta, Sta, L) € M}, then he = hl,
Initialize: epoch e < 1
> from transaction sequencing, see Algorithm 2
39: upon |M;| > K and p; has not submitted in epoch e do
> K elements in M; with lowest order seq numbers
Mie < argming;cpr = 2 ()
(ve,s,5)eM
let he := max {5tz | (VCta,Stx, 2) € Mi e} > max seq #
upon PNFIFO-BC;[h.] outputs (vcj ., 05 p,) for any j € P do
if (7, he,VCj h,, 04 h,) is valid do
Sz’,e — S@e U (], he, ch,he’o'j,he)
upon [S; .| =2f+1 do
input (M; ¢, Si.e) to MVBA[e]

upon MVBA[e] outputs (Me, Se) do
for V (4, he,ve;j pr 05 pr) € Se do > Se:2f +1 Logy[hl]
49: Te < TeUyg > indexes set
50: if the newest output PNFIFO-BC; is (vcj,s,.,05,s,) and s, <hl—1
do
St

40:

41:
42:
43:
44:
45:
46:

> 2f + 1 outputs
> invoke MVBA[e]

47:
48:

Sh,lep <~ Shelp U (]7 Sr+ 1)

if Shep > 0 do
CallHelpLog(e, Sheip, hi. —

forV j € T do
wait until Log;[1 : AL — 1] := {(vcj,1,04,1), (vej,2,05,2), -,
(vcj’hé,l,aj,hg,l)} have been received do
let LOGj[l : h/e — 1] = {Vijl,VijQ, s
for V k€ [h, — 1] do
if vc; i, ¢ VCledger do
Pending, < Pending, U vc; 1,

52:

1)

> see Algorithm 5

53:
54:

55:
56:
57:
58:

yVCj,hé—l}

> add into Pending,

2

~

Recover missed Log blocks: (lines 47-52). When consensus
protocol MVBAI[e] outputs (M., S.), T, denote the indices
in S.. Process p; then iterates through each index j € T..
For any tuple (j, hi,vCjn, 050 ) € Se, if the latest output
of PNFIFO-BC; is (vcjs,,0j5,) and s, < hl, — 1, the
process adds (7, s, + 1) to the set Spezp. If the set Speqp 18
not empty, the process invokes the CallHelpLog function
to recover all missing Log values (line 52).

Generate LOG; and Pending,: (lines 53-58). Once all
values have been received, p; initiates the generation of
LOG;, based on the corresponding Log; value. Then, any
remaining values not in VClLedger are added to Pending,.

3

~

For any Log;[k] := (vc; ,0;.), based on the Notarizability
property of PNFIFO-BC, at least f + 1 correct processes have
received Log;[k — 1] := (vcj x—1,0;,—1). As a result, all cor-
rect processes receive Log;[1 : k—1] via CallHelpLog function
in Algorithm 5, i.e., the corresponding vector commitments.

D. Transaction Finalised Output

In this section, we present the finalization protocol, depicted
in Algorithm 4. The phase consists of the following four parts.



1) Sorting M.: (lines 59-62). After consensus phase outputs,
process p; sorts the M, based on the corresponding 5;;
in ascending order, resulting in the sorted set M) =
{Vctm’l 5 Vctméa Tty Vctm/e }

2) Find potential transactions: (lines 65-74). Process p; iterates
through the elements of M. For each vcy,; € M, it checks
if vcy,r € Pending, and vey,r ¢ M. If these conditions are
met, it looks for vey, in LOGs|5¢,; —1,T¢] and counts how
many times it appears. If vc;, appears at least f+1 times, it
records the sequence numbers in seq[vcy,s| and orders them
from smallest to largest. The (f + 1)-th sequence number
of seq|vcy,-] is taken as the median value, and it is denoted
as St,, which becomes the order sequence number of vcg,.
Afterwards, process p; adds (vciy/, S¢pr) Into S[vct%]. If
all values before vc;,s have been thoroughly searched, the
operation Sort(S|vcs,/ ]) is executed to arrange S[vcy, | in
ascending order based on s,. Last, the new values {vc;,}
are inserted into M.

3) Extract the corresponding transaction: (lines 75-79). For
any vcg, € M], if the transaction ¢z corresponding to
vCt,, has not been received, then the process invokes the
CallHelpValue function to recover the missing value. If the
transaction tx has already been received, it is recorded in
FinalLedgerle][k] if M/[k] = vciyp, .

4) Deliver transaction: (lines 80-83). After extracting all
corresponding transactions, the process updates its sub-
mission buffer M; and the VClLedger. Then, it delivers
FinalLedger[e] for epoch e and proceeds to epoch e + 1.

For any vc;, € M/, at least one correct process has received
the corresponding transaction tz, ensuring all processes can
obtain tx without incurring a blow-up in communication
complexity (see Algorithm 5, CallHelpValue for details).

IX. PROTOCOL ANALYSIS

In this section, we first examine the security of Isotaxis,
followed by a discussion of its complexities.

Security Analysis. Due to space limitations, we briefly present
the security intuitions of Isotaxis in the following and defer
the detailed security proofs to Appendix A.

SMR-consistency. The agreement of MVBA ensures that all
correct processes output the same submission buffer M, and set
Se. In addition, the predicate @(x) guarantees that every tuple
in S, is valid. Furthermore, the notarizability and total-order
properties of PNFIFO-BC ensure that all correct processes
produce the same sequence of transactions Logs. Consequently,
for any epoch e, each correct process obtains the same M, and
receives identical auxiliary information. Because the output
finalization phase is deterministic, all correct processes agree
on the same set of transactions and their associated order
sequence numbers within the epoch.

SMR-liveness. If a correct process p; broadcasts a transaction
tx, then according to the code in Algorithm 2, it can generate
a vector commitment vc;, and a median sequence number S,.
If the transaction tx has not yet been delivered, the tuple
(VCtz,Sts, %) can be added to all correct processes’ local

Algorithm 4 Output Finalization for epoch e, code for process p;

> the output of MVBA

59: parse M := {(vctz%,gmk,E)}

60: for V (veyyr Syt » %) € Me: S’ 5 U5y

61: let " = {3;,1,5pap, -
in the set S’ and 5,7 = he

62: let M} =: {vcmll,vcm{z7 e

» St }, where Em/k 1s the k-th smallest value

7vctmé}
. / icks i
63: for Vet € My and Vet picks in order do
> first Ve s then Vel t e

64:  for vc;,s € Pending, and vcy,s ¢ M) do > selecting vey
> LOGs decided by Se in MVBA

65: if vc;,s appears at least f + 1 times in LOGS[EtI;€ —1,T.] do

66: for j € T. do

67: if LOG,[k] := vcy,r and k < 81 do

68: seqveigr] < seq[vei | Uk

69: seq[vey,r] < Sort(seqlveyy,]) > in ascending order

70: let the (f + 1)-th element of seq[vc,,]| be the median, and denote
Sta!

71: S[Vctx%} — S[Vctx;c} U (VCgrs Star)

72: S[vct%] “— Sort(S[vct%]) > in ascending order of s,/
73: Value[vcm%}[i] — Ve If S[vcm;ﬁ}[i] = (VCig/) Star)
> insert Value[vctw;c]

. !
74 M.+ {vcm/1 VCighy 7vcmgil,Value[vcm;]7 VCigl s 7vcmé}

75: for V veyg,, € M, do > extract the corresponding tx

76:  if txy, has not received s.t. vcy, =VecCom(Enc(tzy,n, f + 1)) do
77 CallHelpValue(vcys,, ) > see Algorithm 5

78:  wait until ¢z, received s.t. vcy, = VecCom(Enc(tzg,n, f+ 1)) do
79: FinalLedger|e][k] < txy if M][k] = vcia, > extract tx

80: M; + M; \ (Vcia,, *, ) for any veiy, € M,
81: VCledger + VCledger U M/

82: Isotaxis-delivery(FinalLedger|e])

8 e<+e+1

> update M;

> update VClLedger
> delivery

> increment epoch

submission buffers. According to Algorithm 4, the vector
commitment vcy, is eventually output either directly as part
of M, or with the help of auxiliary information determined
by S.. Moreover, if a transaction can be directly output, then,
according to the code in Algorithm 2, this implies that at least
f+1 correct processes have already received the corresponding
transaction tx. On the other hand, if a transaction is output
with the help of auxiliary information, it indicates that at least
one correct sender’s PNFIFO-BC instance has generated a
valid tuple (vcy,,o); this also implies that at least one correct
process has already received the corresponding transaction
tz. In both cases, all correct processes will be able to output
the transaction tx corresponding to vcy, with the help of the
external function CallHelpValue (cf. Algorithm 5).

Ordering Linearizability. First, the order sequence number 5y,
assigned to a transaction tz is both upper and lower bounded
by the sequence numbers assigned to tx by correct processes.
Second, consider two distinct transactions tx1 and txo that are
both output, and maxeg, (s) < minges, (s), where Sy and S,
denote the sets of sequence numbers assigned to tx; and tx, by
correct processes, respectively. Suppose the output of MVBA
in epoch e is (M., S.). We consider the following scenarios:
(1). If the vector commitments corresponding to both tz; and
txo are in M, or if tx1 was output in an earlier epoch ¢’ < e
while tx5 is output in epoch e, then it trivially follows that
try < txs. (2). If the vector commitment corresponding to txo
is in M., while tz; is found through auxiliary information in




Algorithm 5 external functions: CallHelpLog and CallHelpValue, code for

Di
/* CallHelpLog(): cf. Algo. 3 for the main protocol */
external function CallHelpLog(e, Sheip, Sq)
84:  multicast CALLHELP-LOG(e, Sheip, Sd
85:  upon receiving message HELP-LOG(e, S;) from process p; for the
first time do
86: for any (k, s, + 1) € Sperp do
87: if S][k} = (vck,mj,j,ﬂj) # 1 do
88: if VerifyOpen(vcg, mj,j,7;) = 1 do
89: F[vck} — F[vck] U (7, m]')
90: if |Flveg]| = f+ 1 do
91: Blocksy, < Dec(F'|vcg]); parse Blocksy, := Logy,[sr +
1: s4]
92: return Logy, (s, + 1 : s4]
> for any (k, s + 1) € Sherp, at least f + 1 correct processes
have already delivered Logy,[s4]
93: upon receiving CALLHELP-LOG(e, Speip, 54) from process p; for the
first time do
94:  for any (k, s, + 1) € Speyp do
95: if PNFIFO-BCy[sq4] outputs (veg s, 0k,s,) do >
Logy[sa] # 0
96: let Blocksy, < Logy[sr +1: s4]
97: {m1, -+ ,mn} < Enc(Blocksg,n, f + 1) > encode
98: vcg < VecCom(my, -+ ,my) > vector commitment
99: m; < Open(vcg, m;, 1) > generate proof for fragment
100: let S; + {L,---,L1}and |Si|=n
101: Silk] < (veg,m, i, m;) > record the value
102:  send HELP-LOG(e, S;) to p;
/* CallHelpValue(): cf. Algo. 4 for the main protocol */
external function CallHelpValue(e, veiy)
103:  multicast CALLHELP-VALUE(e, VCz, )
104:  upon receiving HELP-VALUE(e, vCiz, ™, j, ;) from p; with vege
for the first time do
105: if VerifyOpen(vciz,mj, j,7;) =1 do
106: Flvciz] < Flveiz) U (4, my)
107: if |Fvcie]] = f+ 1 do
108: tx < Dec(F|vciz])
109: return tx

> For vei, € M, (f at least one correct process has already
delivered the corresponding tx
110: upon receiving CALLHELP-VALUE(e, vci) for the first time do
111:  if the corresponding tx has been received and vcy, € Mé do
112: {m1, -+ ,mn} < Enc(tz,n, f +1) > encode
113: vciz — VecCom(ma, -+ ,mp) > vector commitment

114: for each k € [n] do

115: ) < Open(ve, my, k) > generate proof
> ensure all processes receive tx

116: send DIFFUSION-HELP-VALUE(e, VC¢z, Mg, k, Tk ) tO Pk

117: upon receiving DIFFUSION-HELP-VALUE(e, VCiz, My, &, ;) for the first
time do
if VerifyOpen(vcez, m;, i, m;) = 1 and veez € M, do
multicast HELP-VALUE(e, vCtgz, My, 4, ;)

118:
119:

Se, then, since maxgeg, (s) < mingeg,(s) and S, is of size
2f + 1, it must contain the Logs of at least f + 1 correct
processes that assigned tx; a sequence number less than
S9. As a result, according to Algorithm 4, when checking
which transactions should be delivered before tx-, each correct
process will observe that tz; must be added to the delivered
set in epoch e, and therefore tx; is ordered before tx5.

Complexity Analysis. Based on the pseudocode for Isotaxis,
the cost breakdown can be summarized into three phases: the
sequencing phase, the consensus phase, and the finalization
phase. In the sequencing phase, the communication consists of
three main components. First, a transaction tz is broadcast to
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all processes. Second, n instances of PNFIFO-BC are executed
concurrently, each taking as input the vector commitment
vey, of tx, where |vey,| = A. Third, the SEQ-RESPONSE,
SEQ-ORDER, SEQ-MEDIAN, and SEQ-FINAL messages are
broadcast. Therefore, the total communication cost is O(nf +
n?)) bits per transaction tx. In the consensus phase, one
instance of MVBA and one invocation of the CallHelpLog
module are involved. The input size of the MVBA instance is
O(K A+ nA). Since MVBA incurs a communication cost of
O(n|m|+ An?), where |m| denotes the input size, the resulting
communication cost is O(nK\ + An?). For the CallHelpLog
module, the help set Shelp has size at most O(n). For each
element j € Shep, suppose that at most k distinct vector
commitments need to be recovered. The total communication
cost for recovering these vector commitments across all
processes in the current epoch is therefore O(kn?X + n3\).
Hence, the total communication cost of the consensus phase
is O(nKX + kn?X\ + n3)\). Since each epoch eventually
delivers at least O(n) distinct transactions, the amortized
communication cost per vector commitment is O(An?). In
the finalization phase, no further communication between
processes is required except for invoking the external function
CallHelpValue. The communication cost for all processes to
recover the same value is at most O(nf + n2\) bits. Hence, in
both the asynchronous and partially synchronous settings, the
per-transaction communication complexity of the protocol is
O(nf + An?). When ¢ > An, this simplifies to O(nf), which
is asymptotically optimal. A detailed analysis of the number
of exchanged bits is deferred to Appendix B.

X. PERFORMANCE EVALUATION

We implemented a partially synchronous instantiation of
Isotaxis using HotStuff and used the state-of-the-art OL
protocol Pompé as our baseline. For a fair comparison, we
employ HotStuff as the consensus module for both Pompé
and Isotaxis, so that any observed performance differences can
be attributed to the ordering layer rather than the consensus
backend. We evaluate the end-to-end performance of both
protocols across a wide range of system scales. Specifically,
we deploy both protocols on Amazon Web Services across 11
global regions and conduct experiments. In our evaluation,
we measure latency and throughput for both Isotaxis and
Pompé under varying system scales and input sizes. We focus
on good-case performance of both protocols, and evaluate
adversarial scenarios of DoS attacks. The results show that
Isotaxis outperforms Pompé in both latency and throughput,
with the gap growing as the number of processes n increases.

Rationale behind our evaluations. As noted earlier, e.g., in
Footnote 3 and Sec.VIII-A, Isotaxis is a general framework,
that same ordering phase with a different underlying consensus
component will lead to different instantiations. More impor-
tantly, our ordering phase (i.e., the first phase, transaction
sequencing phase, detailed in Algorithm 2) and our finalization
phase (i.e., the third phase, transaction finalised output, detailed
in Algorithm 4) do not rely on any timing parameters during
execution. (Jumping ahead, our experiments were conducted



on AWS nodes distributed across 11 global regions, similar
to the experimental setups commonly used for asynchronous
consensus protocols [17], [18], demonstrating the resilience
of the ordering phase to network conditions.) It follows that
the network assumption depends solely on the underlying
consensus component. Instantiating the underlying consensus
with an MVBA protocol such as [18], [39] immediately gives
an asynchronous instantiation. Also, order linearizability as a
correctness property is analyzed rigorously in Theorem A.3.

So our evaluations focus on demonstrating performance
improvements and the performance robustness against DoS
attacks. We pick Pompé as a benchmark to compare with
our partially synchronous instantiation (both using Hotstuff
as the underlying consensus) for the following reasons: First,
to the best of our knowledge, there is no prior asynchronous
OL system that enables a direct comparison within standard
SMR definitions. More importantly, as the ordering phase
of Isotaxis is identical in either a partially synchronous or
an asynchronous setting, and asynchronous consensus itself
typically incurs higher latency. We can infer that the relative
cost of the added ordering phase would constitute a smaller
fraction of the overall system cost compared to the partially
synchronous setting.

Implementation details. For a fair comparison, we reimple-
mented Pompé in Rust to avoid language-dependent perfor-
mance differences. Our reimplementation closely follows the
protocol specification and the authors’ reference implementa-
tion. We remove implementation simplifications in the ordering
phase to more faithfully match the protocol specification, while
retaining consensus-stage simplifications that favor Pompe’s
performance. We follow Pompé’s original parameter settings,
including its prescribed waiting period A. Each process runs
on a dedicated Amazon EC2 c6a.2xlarge instance in a WAN
setting: at startup, processes establish communication channels
via unauthenticated TCP sockets using their public IP addresses.
Unless otherwise stated, all processes behave honestly.

We use production-grade cryptographic and systems libraries
in Rust. Digital signatures rely on the ed25519_dalek li-
brary [43], while threshold signatures use the blsttc library [44],
which implements Boldyreva’s threshold BLS scheme [45] over
the BLS12-381 curve [46]. For non-threshold BLS operations,
we additionally use BLST [47]. To implement Reed-Solomon
codes, we use the Reed-Solomon-erasure library [48], which
is based on classical Reed-Solomon coding [49]. VecCom
is implemented using rs_merkle library [50]. We deployed
our Isotaxis and Pompé on from 4 to 100 Amazon EC2
c6a.2xlarge instances (8 vCPUs and 16GB memory), each
serving as a process, and one t3.micro simulating a client. The
processes were evenly distributed across 11 regions: North
Virginia, North California, Mumbai, Singapore, Sydney, Tokyo,
Montreal, Frankfurt, Dublin, London, and Sao Paulo. We carry
out several groups of tests in different system scales, varying
the batch size B up to 1.6 x 10° transactions.

In our evaluation, we treat a batch of transactions as a
single input; when the batch size is 1, the input corresponds
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Fig. 5: Latency across multiple network scales

to a single transaction. We assign a single timestamp/sequence
number to each batch, with Pompé using timestamps and
Isotaxis using sequence numbers as logical timestamps. The
relative order of transactions within each batch is fixed by
the batch creator, while the protocol determines the order
among batches. Batch formation is an implementation-level
optimization, and its latency is not included in the reported
protocol latency. We intentionally deploy processes across
geographically heterogeneous regions to emulate realistic WAN
conditions. For example, when evaluating a 4-process setting,
each process is placed in a distinct region. Latency is measured
from the moment a client submits a transaction until it is finally
ordered. Throughput is measured as the number of transactions
within committed batches per second over a fixed time window.
Each reported result is averaged over 3—4 independent runs.

Latency. Unless otherwise stated, we focus on the good-case
latency, where all processes behave honestly. In Fig. 5, we show
the average confirmation latency over 5,000 transactions for
different system sizes n. As expected, latency increases with n.
However, Pompe’s latency increases much more rapidly than
that of Isotaxis when n grows. For example, at n = 100, the
average latency of Pompé reaches about 22 seconds, whereas
Isotaxis maintains a substantially lower latency of roughly
12 seconds. This improvement is due to the elimination of
the stabilization period ((timeyy1 — timey) and A) and the
reduction of communication complexity, whose benefits become
increasingly significant as n grows. As shown in Fig. 5, the
latency growth increases more rapidly as the network scales up.
The communication reduction primarily improves bandwidth
consumption/TPS and scalability, so it is not surprising that
latency is not reduced proportionally.

Throughput. We evaluate the system’s throughput under
various batch sizes and illustrate how throughput scales with
batching in the upper half of Fig. 6. As shown, throughput
increases with batch size. Note that the throughput eventually
reaches its peak at a certain point and then decreases if the batch
size continues to grow, due to limitations in network bandwidth
or computing resources. For example, the results for n = 100
illustrate this behavior. More importantly, the performance
advantage of Isotaxis becomes increasingly pronounced as the
system size grows. For instance, when the batch size is 1.3 x 10*
and n = 100, Isotaxis sustains over 28,000 transactions per
second during a two-minute run, nearly doubling that achieved
by Pompeé under the same conditions.
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Fig. 7: Performance comparison of Isotaxis and Pompé under
normal operation and DoS attacks (n = 30, batch size = 3,
3,000 committed transactions).

Throughput-latency tradeoff. The lower half of Fig. 6 shows
the relationship between latency and throughput under batching
in different settings (n = 16/64/100). For both protocols,
latency increases as throughput grows, with the growth rate
accelerating noticeably. The curves do not exhibit an L-shape,
indicating that the tested protocols have not yet reached

network saturation and peak throughput remains to be observed.

One exception is Pompé with n 100, where the plot
exhibits an L-shape, and throughput reaches a peak at a
batch size of approximately 1.6 x 10*. When n increases,
the gap between the two protocols gradually widens. For
n = 16, the latency-throughput curves of Isotaxis and Pompé
remain relatively close. At n = 64, Isotaxis begins to show
a noticeably flatter growth trend, especially when throughput
is high, achieving comparable throughput at a lower latency.
The effect becomes even more evident at n = 100: Pompe’s
latency rises sharply once throughput reaches roughly 1.5 x 10%
tx/s, while Isotaxis maintains a steadier, slower growth. This
suggests that Isotaxis handles higher load more gracefully as
system size grows, whereas Pompé experiences increasing
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Under this attack, Pompe suffers severe degradation. As
shown on the left of Fig. 7, Pompé’s latency escalates from
roughly 2s in the good case to more than 33s under attack,
around 17 times. In comparison, Isotaxis’s latency rises only
slightly (from about 2.6 s to around 3.1 s). The right side
of Fig. 7 further shows that Pompé’s throughput falls from
~ 1478 tx/s to ~ 90 tx/s, dropping down by more than 90%,
while Isotaxis experiences only a small reduction (from ~1155
tx/s to ~978 tx/s), primarily due to bandwidth contention rather
than protocol disruption.

These results show that Pompeg is highly vulnerable to adver-
sarial congestion: a single attacker broadcasting sustained 1 KB
sequencing requests can significantly throttle its performance.
In contrast, Isotaxis remains robust because its sequencing path
is guarded by the PNFIFO mechanism, which rejects invalid
ordering requests early, preventing attacker-induced congestion
from entering the consensus pipeline.
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APPENDIX A
DEFERRED Isotaxis SECURITY ANALYSIS

In this section, we first prove that the Isotaxis protocol
satisfies all the properties of state machine replication protocol
(cf. Definition IV.1), and then that its output satisfies OL (cf.
Definition 1V.3).

Theorem A.1. The Isotaxis protocol (Algorithm 2, Algorithm 3
and Algorithm 4) implements a State Machine Replication
protocol (cf. Definition IV.1).

Proof. We prove each property separately.

1) Consistency. During each epoch, the agreement of MVBA
ensures that all correct processes output the same submis-
sion buffer M, and set S, from MVBA. The predicate Q(z)
guarantees that for any (j,h(,vCjn.,05n) € Se, each
tuple is valid. Hence, for any (j,h.,vC;n,0jp) € S,
the notarizability of PNFIFO-BC ensures that at least
f + 1 correct processes have delivered Log;[h, — 1].
Furthermore, the total-order of PNFIFO-BC guarantees
that these correct processes output the same sequence
of transactions Log;[1:h, — 1]. As a result, with the
assistance of the external function CallHelpLog, all cor-
rect processes can output the same set of transactions
Log;[1:hg — 1] := {(vej,1,05,1), -+ 5 (V&jn -1, 05 —1) }-
Besides, according to Algorithm 3, LOG;[1 : A, — 1] :=
{vcj1, vej2,--- ,vcjn —1}. Consequently, in epoch e,
each correct process obtains the same submission buffer
M. and receives the same auxiliary information, which
consists of 2f + 1 Log. Because the output finalization
phase is deterministic, all correct processes agree on the
same set of transactions and their associated order sequence
numbers within a given epoch. These transactions are
then ordered in ascending order based on their order
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sequence numbers. In the event of a tie, transactions are
deterministically sorted using lexicographical order. This
ordering rule guarantees that if a transaction ¢z; is delivered
by a correct process before another transaction txs, then
all other correct processes will also deliver tz; before tx,.
Liveness. If a correct process p; broadcasts a transac-
tion tx, then according to the code in Algorithm 2, p;
multicasts message SEQ-REQUEST(k, tx) to all processes.
Given the network model assumption, all correct processes
will receive SEQ-REQUEST(k, tz) within an asynchronous
communication step. Upon receiving this message, each
correct process multicasts a signed sequence number s
for tx and a threshold signature share of the vector
commitment vc, to all processes. Since 2f +1 < n — f,
the process p; will be able to collect a set Sy, of 2f + 1
signed sequence numbers for vc;,. After broadcasting a
SEQ-ORDER message containing vcg, and the set Sy,
process p; can collect f + 1 threshold signature shares
for the median sequence number S;, computed from S;,.
It then broadcasts a SEQ-FINAL message to all processes.
If the transaction tx has not yet been delivered, the asyn-
chronous assumption guarantees that the tuple (vc;y, S, 2)
will eventually be added to the submission buffers of all
correct processes. In other words, every correct process p;
will append (vCiy,Sts, ) to its local submission buffer
M;. In addition, once any correct process receives a
SEQ-REQUEST(k, tx) message, according to the code in Al-
gorithm 2, all correct processes will share and disseminate
the received record through their respective PNFIFO-BC
instances.

Following Algorithm 4, the vector commitment vcy, is
eventually output either directly as part of M, or with the
help of auxiliary information determined by S.. Moreover,
if a transaction can be directly output, it implies that
the transaction has been assigned a valid order sequence
number. According to the code in Algorithm 2, this further
implies that at least f + 1 correct processes have already
received the corresponding transaction tx. On the other
hand, if a transaction is output with the help of auxiliary
information, it indicates that at least one correct sender’s
PNFIFO-BC instance has generated a valid tuple (vcyy, o).
Based on Algorithm 2, this also implies that at least one
correct process has already received the corresponding
transaction tx. In both cases, all correct processes will be
able to output the transaction tx corresponding to vcy, by
the end of the output finalization phase, with the help of
the external function CallHelpValue. O

2)

Lemma A.2. The order sequence number sy, determined for
a transaction tx by the Isotaxis protocol is both upper and
lower bounded by the sequence numbers assigned to tx by the
correct processes.

Proof. The order sequence number 5;, decided for a transaction
tx in the Isotaxis protocol is determined using the median
value of a set Si, of signed sequence numbers assigned to
tx by 2f + 1 distinct processes. Since there can be at most
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f Byzantine processes, the value of 5, is guaranteed to be
within the range of the sequence numbers assigned to tz by
correct processes. Additionally, the threshold of f 4 1 used
when building a threshold signature for S;, ensures that at
least one correct process has verified the correctness of the
signatures in Sy, and confirmed that 5;, is indeed the median
of St;r' O]

Theorem A.3. Our Isotaxis protocol satisfies ordering lineariz-
ability (Definition IV.3).

Proof. If two distinct transactions tx; and tx, are both
output, let S7 and S, denote the sets of sequence numbers
assigned to txq and txo by correct processes, respectively, such
that maxseg, () < mingeg,(s). First, by Lemma A.2 and
maxgegs, (s) < mingeg, (s), for any order sequence numbers
51 and Sy output by the protocol for tx; and txs, respectively,
we have 1 < 39.

In epoch e, since MVBA outputs (M., S.), we consider
the following three cases. (1) If the vector commitments
corresponding to both tx; and txs are included in M., or
if tzq is output in an earlier epoch ¢’ < e while txo is output
in epoch e, then tx; is ordered before txs by construction.
(2) The vector commitment corresponding to {zs is included
in M., while tz; is found through the auxiliary information
in S.. (3) Both tx; and tx, are found through the auxiliary
information in S.. Therefore, it remains to analyze Cases (2)
and (3).

Suppose vci;, with order sequence number Sp is in M, i.e.,
(VCtzy,52) € M,. Since S, is a set of size 2f + 1, it must
contain the Logs of at least f+41 correct processes that assigned
to tr; a sequence number less than Sp. As a result, according
to Algorithm 4, when checking for transactions that should
be delivered before tx,, each correct process will observe
that tx; must be added to the delivered set in epoch e, and
therefore order ¢z, before txs. If both tx; and tx, are found
through the auxiliary information in Se, then the (f + 1)-th
sequence number assigned to ¢tz is smaller than the (f + 1)-
th sequence number assigned to tx5. Therefore, according to
Algorithm 4, tz; is ordered before tx5. Furthermore, based on
Claims VIL.2 , VIL.3 and VIL4, the Isotaxis protocol guarantees
that OL is preserved whenever both tz; and tzs satisfy the
OL conditions. O

APPENDIX B
DEFERRED lsotaxis COMPLEXITY ANALYSIS

In this section, we provide a comprehensive breakdown of
the costs associated with our construction.

Theorem B.1. The communication complexity is O(nf+ An?)
bits per transaction, which is optimal when ¢ > An, where ¢
is the size of the transaction and A is the security parameter.

Proof. Based on the pseudocode for Isotaxis, the cost break-

down can be summarized into the following three phases:

1) Sequencing phase: This phase consists of three main com-
ponents. First, broadcasting a transaction tz to all processes
for assigning sequence numbers incurs a communication
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cost of O(nf) bits and requires one communication round.
Second, as described in Theorem VI.2, the n concurrent
executions of PNFIFO-BC instances, each taking the vector
commitment vey, of tx (where |veg,| = \) as input, incur
a total communication cost of O(n?)\) bits over three com-
munication rounds. Third, the messages SEQ-RESPONSE,
SEQ-ORDER, SEQ-MEDIAN, and SEQ-FINAL each have
size O(A), and their associated one-to-all and all-to-one
communication procedures contribute an additional O(n\)
bits across five communication rounds.
Consequently, the total communication cost in the sequenc-
ing phase is O(nf + n?)) bits per transaction tx.
Consensus phase: In this phase, one instance of MVBA and
one invocation of the CallHelpLog module are involved.
The input size for the MVBA instance is O(K\ + n)),
where |M; .| = O(K\) and |S; | = O(nA). Given that the
MVBA protocol incurs a communication cost of O(n|m|+
An?), where |m/| denotes the input size. Hence, the overall
communication cost of the MVBA instance is O(nK\ +
An?). Regarding the CallHelpLog module, when invoked by
a single correct process, the size of the help set Shelp is at
most O(n). For any element j € Shelp, assume that at most
k distinct vector commitments need to be recovered. Based
on the implementation of the external function CallHelpLog,
the communication cost for recovering these commitments
is O(kA+nA). Therefore, the total communication cost per
process at most is O(knA+n2X). If O(n) processes invoke
the CallHelpLog module, the total communication cost for
recovering these vector commitments is O(kn?\ + n3)\)
for the current epoch. In summary, the costs in this phase
is O(nK\ + kn?X\ 4+ n3\).

The K transactions determined by MVBA must be output,

and the k vector commitments in the auxiliary information

must correspond to k transactions that are also eligible
for output. Since the communication cost for each process
is amortized over all output transactions, we can choose

k= O(K) and K = O(n). As a result, at least O(n)

distinct vector commitments correspond to O(n) distinct

transactions that are eventually delivered, then the total
communication cost becomes O(n3\); consequently, for
each vector commitment, the communication complexity

is O(\n?).

3) Finalization phase: During this phase, no further communi-
cation between processes is required, except for invoking
the external function CallHelpValue. According to its
implementation, the communication cost for all processes
to recover the same value is at most O(nf + n?)\) bits.

2)

By summing the complexities of all three phases, for each
transaction, the communication complexity is O(nf + An?).
If ¢ > An, then the communication complexity is O(nf), and
this bound is asymptotically optimal. O

APPENDIX C
ARTIFACT APPENDIX

This artifact accompanies Isotaxis: Optimal Asynchronous
Byzantine Consensus with Ordering Linearizability. It provides



the Isotaxis and Pompe implementations, a common HotStuff
backend, four-replica Docker experiments, the global EC2
workflow, and the data and script for Figs. 2, 3, and 5-7.
These components evaluate the latency, throughput-latency,
and ordering-layer denial-of-service (DoS) results in Section
VIII of the paper. Operational details are in README-AE.md.

A. Description & Requirements

The main Rust crate contains Isotaxis, Pompe, clients, and
adversarial nodes; the bundled second crate is their modified
HotStuff backend. The two Compose files run the normal and
attack cases. Global deployment scripts are under ec2/, and
gen-fig.py regenerates the plots.

1) How to access: The repository is available at https://
github.com/xrxrxrxrxr/Isotaxis- ArtifactEvaluation. Clone the
evaluated revision:

git clone \
https://github.com/xrxrxrxrxr/\

Isotaxis-ArtifactEvaluation

cd Isotaxis-ArtifactEvaluation

The evaluated artifact is permanently archived at https://
doi.org/10.5281/zeno0do0.22827375. The evaluated commit is
recorded in README-AE.md. The authors’ code is Apache-2.0;
third-party components retain their original licenses.

2) Hardware dependencies: The local four-replica run needs
an x86-64 host with 8 logical cores, 16 GiB RAM, and 20 GiB
free disk; no GPU is needed. CPU-affinity settings refer to
cores 0-3. Docker Desktop can run the functional test, but
its measurements are not directly comparable to the paper. A
full rerun needs one dedicated EC2 c6a.2xlarge (8 vCPUs,
16 GiB) per process and a t3.micro client, distributed over 11
regions for up to 100 processes.

3) Software dependencies: Local experiments require Git,
Docker Engine, and Docker Compose; testing used En-
gine 28.3.2, Compose v2.38.2, and Buildx v0.25.0. Rust
is built inside the image. Plotting needs Python 3.9+ and
matplotlib==3.9.4, pinned in requirements-plot.txt. E3
additionally needs AWS CLI v2, jq, SSH/SCP, GNU Make,
credentials, and the EC2 fleet above.

4) Benchmarks: No dataset is required: the client generates
synthetic transactions. ORDERING_BATCH_SIZE is the nominal
transactions per ordering input; the paper uses one for sparse
latency and sweeps up to 1.6 x 10° for throughput. Processed
series for Figs. 2, 3, and 5-7 are embedded in gen-fig.py;
live runs produce client and per-replica logs.

B. Artifact Installation & Configuration

From the repository root, verify the revision and both
Compose configurations:

git rev-parse HEAD

docker compose config --quiet

docker compose --env-file .attack.env \
-f docker-compose.attack.yml config -q

19

The revision must match README-AE.md, and both configura-
tion checks must succeed. E1 builds Rust inside Docker. For
E2:

python3 -m venv .venv-ae

source .venv-ae/bin/activate

python -m pip install -r \
requirements-plot.txt

C. Experiment Workflow

EO validates the package; E1.1 and E1.2 run the local normal
and DoS paths; E2 renders the archived paper data; and optional
E3 collects new global EC2 data. Because run_test.sh clears
logs, preserve each run first. For comparisons, use at least
three repetitions with the same commit, environment, hardware,
batch size, and attack rate, then compare medians.

D. Major Claims

* (C1) Sparse-load scalability. The confirmation latency
of Pompe grows faster with replica count. At n = 100,
Fig. 5 reports about 22 s for Pompe and 12 s for Isotaxis.
E1.1 checks the path; E2 checks the archived result.
(C2) Throughput-latency trade-off. Batching initially
raises throughput until resource limits; Isotaxis’s advantage
grows with n. At n = 100 and batch size ~ 1.3 x 104, it
exceeds 28,000 transactions/s, nearly twice Pompe. Figs. 3
and 6 are checked by E2 and optionally rerun by E3.
(C3) Robustness to ordering-layer DoS. With one of 30
processes flooding, Fig. 7 shows Isotaxis changing from
2.597 to 3.067 s and from 1,155 to 978 transactions/s;
Pompe changes from 2.030 to 33.474 s and from 1,478 to
90 transactions/s. E1.2 checks the path and E2 the data.

The paper’s safety, liveness, resilience, and asymptotic
communication claims are established analytically and are
not treated as artifact-evaluation claims.

E. Evaluation

1) Experiment (EO): package and build validation: [5-20
human-minutes plus first-build time]. Preparation/Execution:
run the installation checks above. Results: all commands exit
zero and the revision matches; E1 must subsequently build
four replica containers and the load generator.

2) Experiment (El.1): local normal execution: [About
5 human-minutes and 4 compute-minutes per runj. Prepa-
ration: in .env, set CLIENT_ORDERING_MODE=smrol and
ORDERING_BATCH_SIZE=1 for the four-node sparse-latency path.
Use a larger batch for a throughput check. Execution:

./run_test.sh --rebuild
./run_test.sh --reuse

Repeat with CLIENT_ORDERING_MODE=pompe for the base-
line. Preserve the logs before switching. Results: logs/load_
test.log contains aggregate ordering/consensus latency, and
logs/node/consensus-node*.log shows continuing commits
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and throughput. This is the four-node counterpart of Figs. 3,
5, and 6, not their global scale.

3) Experiment (E1.2): local DoS execution: [About 5 human-
minutes and 4 compute-minutes per run]. Preparation: preserve
matching E1.1 logs, then set in .attack.env:

CLIENT_ORDERING_MODE=smrol
ADVERSARY_MODE=smrol
CLIENT_EXCLUDED_NODE_IDS=1
ATTACK_SLEEP_MICROS=100
ATTACK_START_DELAY_MS=2000

For Pompe, change both protocol variables to pompe and set
POMPE_ATTACK_WORKERS=4. Execution:

./run_test.sh adversary --rebuild
./run_test.sh adversary --reuse

Results: nodel reports the pure attacker and HotStuff partic-
ipation; all replicas keep committing and the client prints its
aggregate report. Pompe also prints [pompe-attacker][rate].
Across matched repetitions, Pompe’s median ordering latency
should degrade markedly, while Isotaxis remains comparatively
stable, matching Fig. 7 qualitatively. Illustrative four-node logs
are in log-examples/attack-1logs; new results are in logs.

4) Experiment (E2): regenerate the paper figures: [About 2
human-minutes; less than 1 compute-minute]. Preparation/Ex-
ecution:

source .venv-ae/bin/activate
mkdir -p python-fig
python gen-fig.py

Results: ten PDFs appear under path python-fig: those fig-
ures are the attacks-intro, tradeoff-100-intro, and latency
PDFs map to Figs. 2, 3, and 5; the six tps-*/tradeoff-* PDFs
map to Fig. 6; and attacks-exp.pdf maps to Fig. 7. They must
show the C1-C3 values above. E2 renders archived processed
series; it is not a new AWS measurement.

5) Experiment (E3): global AWS execution for Fig. 6:
[Optional; about 5 compute-minutes per point or 4.5 compute-
hours for the full sweep]. This costly, state-changing workflow
selects existing instances. Each region must have the security-
group rules documented in README-AE.md; account-specific
identifiers are not included in the artifact. First inspect the plan
and dry-run:

cd ec2

NODE_INSTANCE_TYPE=c6a.2xlarge \
./start_instances.sh \
--plan plans/plan-16.json --dry-run

Plans 16, 64, and 100 correspond to the Fig. 6 panels. On
an authorized account with existing instances and their SSH
private key, execute:

20

export SSH_KEY_PATH=/path/to/key.pem
./start_instances.sh \

--plan plans/plan-16.json
NODE_IP_SOURCE=public ./get_ips.sh
make init && make deploy
make pull && make start

These steps generate configuration, initialize and deploy the
hosts, pull the pinned Docker Hub image, run the experiment,
stop the containers, and collect logs. Repeat the documented
batch/load sweep for both protocols and record the plan and
configuration. Results: ec2/ec2-logs contains client latency
and committed throughput for reconstructing the Fig. 6 panel.

F. Customization

Use .env for normal runs and .attack.env for attacks. Main
controls are the protocol, ordering batch size, excluded client
targets, attack interval, and Pompe worker count. An ec2/
plans/plan-x.json selects the distributed replica count and
regions. Record any CPU-affinity changes.
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